MOHUTOPUHT W
aBTOMaTu3aLUNsa CcepBepoOB:

INnfra

Ans pa3paboTynkoB. CocTosiHne Ha 28.09.2026. NoapobHOCTH, NepeEMEHHbIE POJEV M KOMaHAbl —
README peno3suntopus infra u files/heartbeat/README.md . Kak CHUTaAETCA, KTO U YEM [10JIb3yETCH,
— cTaTbs «TeneMeTpus NCrosib30BaHUs: usage_telemetry».

KOpOTKO

PenosuTopuin infra — eOMHCTBEHHbIN NCTOYHUK MPaBAbl O CepBepax: MHBeHTapb Ansible, ponn
6a30BOV HAaCTPOWKN, CTEK MOHUTOPUHIra, NpaBuia anepToB, Aawbopabl Grafana, cTaTyc-CTpaHMLUa
n cnyxba okoH o6cnyxmBaHuA. FNaBHOe NPaBUIO NPOEKTA: USMEHeHue, caelaHHoe MUMO
peno3uTopus, He cywecTByeT. Hak/ImkaHHOe Ha cepBepe uam B Beb-nHTepgence 3aTpércs

cnenyroumm NporoHoOM Posu.

Yto

Prometheus, Alertmanager,
blackbox_exporter, Pushgateway,
Grafana

AreHT METPUK Ha KakgoM cepBepe
MeTpukn PostgreSQL
CraTyc-cTpaHuua

OkHa 0b6cny>XmBaHns (aAMUHKa K
MCP)

Heartbeat nepnognyecknx 3agav

GlitchTip (owmnbkn NpnNo>KeHnin)

Bakanbl 6a3, haepsBon, 6a3oBas
HacTponKa, ayant

Fne B penosutopum
roles/monitoring server , MpaBuja —
prometheus/rules/
roles/monitoring agent
roles/postgres exporter
roles/status page

roles/status_admin

files/heartbeat/heartbeat.py

ponu HeT; npoba 1 peecTp NPOEKToB

— docs/projects.md

roles/db backup , roles/firewall ,

roles/base , playbooks/audit.yml

CHapyXxwu

Grafana — grafana.donula26.ru (Bxoa
Mo JIOFNHY); OCTaJIbHOE HAaPYXXYy He
CMOTPUT

status.donula26.ru

status.donula26.ru/admin/,
status.donula26.ru/mcp

push.donula26.ru

monitoring.donula26.ru



YTto Fne B peno3utopuu CHapy>Xxu

Konnektop TenemeTtpumn roles/telemetry collector —
NCMNoJib30BaHNSA

MeTpukm n anepThl

e Prometheus onpawwmnsaeT uenm pas B 30 CeKyH 1 XpPaHUT gaHHble 90 gHen. Cnncok
cepBepoB AJ1a onpoca cobupaeTcs us nHBeHTaps ( inventory/hosts.yml ), MO3TOMY HOBbIN
cepBep NosABJAETCA B MOHUTOPUHIE TOJIbKO MOCJ/ie NPOroHa monitoring server .

e CepBep u3HyTpU — node_exporter ¢ TLS n basic auth, nnaoc ckpunTbl gna textfile
collector: cocTosiHMe KOHTENHePOB (CTaTyC, YMCNOo nepesanyckos, healthcheck, Bpems
CTapTa), METPMKM XOCTa, BO3PACT cBeXUX 63KanoB. CAdvisor He NCNosb3yeTCs, MO3TOMY
CPU n namaTn no oTAeNIbHbIM KOHTENHEpPaM B METPUKaX HET.

o CHapyxu — blackbox_exporter nposepsieT nybnm4yHble agpeca n3
monitoring probe targets ( inventory/group vars/all/main.yml ) U CPOK AeNcTBMA TLS-
cepTudurkaToB. 1o yMo4aHUO MoOOYb http 2xx , A8 OCTasibHbIX Clly4aeB Mooy b
3a4aéTcs ABHO. MNpobbl 6b10T B /health , rae OH eCTb.

o Ba3sbl — postgres_exportery amo db 1y 6a3 mobuibHOro onepaTopa: CoeAnHeHUs,
apxuBaumna WAL, oTcTaBaHue CUHXPOHU3aUWN.

e NMpaBuna — prometheus/rules/*.yml : hosts, containers, blackbox , backups, amo db,
umobile , contur transcribe , meta (Cam MOHUTOPUHI K heartbeat). B Grafana anepTbl He
3aBO4ATCA.

Alertmanager WNET yBegomsieHns B Telegram 4epes NpoKcu (Hanpsamyro api.telegram.org
HedoCTyrneH), B ABa YaTa:

Anept Kyna u korpa

severity: critical B kpuTuyeckuin 4yaT cpasy, ¢ 08:00 po 23:00 no Mockse.
Ecnn cpaboTtan Houbto, npuaéT B 08:00, Npn yCrioBumn 410
npobnema ewé gepxxuntcs. MoBTOp pas B Yac.

severity: warning + delivery: prompt B TOT XKe 4aT, OHEM cpa3y, HOYbIO NpUaep>XmMBaeTcs 40
yTpa. MNoBTop pa3 B 6 4acoB. MeTKa OJ1d TOro, 4TO He
CPOYHO, HO HY>XHO Y3HaTb B TOT XXe& OEeHb.

OcTanbHble warning U info YTpeHHAA cBoAKa: ogHO coobuieHmne B okHe 08:00-08:20.

MopmaBneHnsa: Npu HostDown MOMYUT BCE, 4YTO €CTb Ha 3TOM xocTe. pu DockerDown W
DockerMetricsStale MOJI4aT KOHTeWHepHble asnepThl. [Ipn AmoDbPostgresDown MOJI4aT NPOU3BOLHbIE
npoBepKn amo_db . Mpn DiskUsageCritical Mos4aT NpenynpexneHusa o ToM xe gucke. UCTékwume
TUWKUHbI Alertmanager xpaHuT 30 AHeRn: 3TO XXypHas 06bABNEHHbIX paboT.

Dawbopabl Grafana nexxaT B nanke «MHMpacTpykTypa»: «MHPpaCcTpyKTypa: CEpBEPDI»,
«IH(bpacTpyKTypa: KOHTenHepbl», «[OCTYNMHOCTb CHapy>u», «llepnognyeckune 3agadm»,
«amo_db», «/icnonb3oBaHMe npunoxeHun». x JSON reHepupyeTCcs CKpUNTaMn generate.py U



generate usage.py B roles/monitoring server/files/dashboards/ .

MpaBka gawbopna B Opay3epe He COXPaHUTCA: BKAOYEHO allowUiUpdates: false . dawbopabl
MEHSAIOT B reHepaTope, MOTOM MPOroHSIOT POJib.

GlitchTip

GlitchTip Ha monitoring.donula26.ru cobnpaeT UCKAIYEeHUS MPUIOXKEHW Yepe3 SENTRY DSN . Cos
3anncb B HEM eCTb Y KakAoro Halwlero npoekta. OgHom nepeMeHHon SENTRY DSN MaJio: B Koae
HY>XHbl 3aBUCUMOCTb sentry-sdk W BbI30B MHUUMaNM3auun. MNpowe BCcero B3saTb init sentry() w3
rnakeTa usage telemetry: install telemetry() Bbl3blBaeT €€ CaM.

e O6 owmnbKe B 4aT NpuUXOANT yBeOOMJIeHNe, KOorga ofHa 1 Ta Xe ownbka cayymnack naTb
pa3 3a AecaTb MUHYT. Pa3oBbie ownbku BUAHbI TOJIbKO B MHTepgence GlitchTip.

e Uptime-moHuTopsl B GlitchTip ecTb, HO yBeLOMJIEHUSA O LOCTYMHOCTU OT HUX BbIKJIKOYEHbI
€ 18.09.2026. O TOoM, 4TO CEPBUC HEAQOCTYMNEH, coobLlaeT ToNbKo Alertmanager, 4TobbI
O4HO CcobbITME HE MPMXOANI0 OBYMS COOBLLEHMAMN.

e Ponn Ansible gnsa GlitchTip HeT: NnpoekTbl 1 MpaBuaa yBeAOMJIEHUI 3aBOOSATCS B €ro
nHTepgence. Cam GlitchTip nposepseTcs BHewHen Npoboin. SHANOMHTA 340POBbA Y HEro
HeT, No3ToMy nNpoba CMOTPUT KOpPEHb CanTa.

CTaTycCc-CTpaHuLa

status.donula26.ru oTkpbiTa 6e3 aBTOpU3aLUM N caenaHa ona coTpyaHMUKoB. 9To He Uptime Kuma
N He OTOENIbHbIA MOHUTOP: CTPAaHULY FreHepUpyeT CKPUNT roles/status page/files/generate.py . OH
3aMnyCcKaeTcs no Tanmepy pas3 B MUHYTY, 6epéT n3 Prometheus Ty )xe MeTpuKy probe success , Ha
KOTOPOM NOCTPOEHbI anepThbl, U NUWeT cTaTu4ecknin HTML. No3ToMy CTpaHMLUa HE MOXXeT
MokKasblBaTb HE TO, YTO NMULUYT B 4YaT asepThbl.

Cnuncok cepBUCOB 3a4aéTCsa B status page services . [lonsa: probe — agpec npobbl, Kak B
monitoring probe targets ; title — Ha3BaHWe, NOHATHOE COTPYAHWUKY; visible — MOKa3blBaTb A
Ha CTpaHuue (MHPPaCTPYKTYPHbIe CEPBUCKHI MPOBEPSAKOTCHA, HO CKPbIThI); project U job Ha
CTpaHNLEe He BUAHbI, MO HUM OKHO 0OCY>XMBAHWA FYLWNT anepTbl. BHYyTpeHHMEe nMeHa, agpeca n
BEepCUnM Ha CTpaHULy He nonagatoT.

CocTtosiHMe Korpa

PaboTaeT npoba ycnewiHa, 1 3a CYyTKM BHE OKOH 06Cy>XMBaHUA
cboeB He ObINO

C nepebosamn cenyac oTBeYaeT, HO 3a CyTKM bbiim cboun; nnanm nagaeT, HO
MeHbLUEe ABYX MUHYT NOAPSAL



CocTosiHMe Korapa

He paboTaeTt BCe npobbl 3a NocaefHne 2 MUHYTbl HeyCneLuHbl (

status page down window )

Ha obcnyxnBaHum cenyac naét obbABNIEHHOE OKHO; NepeKpPbIBAET BCe
OCTasibHble COCTOSAHUSA

HeT maHHbIX no npobe HeT MeTPUK, Hanpumep HeJocTyneH Prometheus

Y Ka>Kgoro cepsuca ecTb MoJsioca 3a CYTKN 13 48 nosly4acoBbIX CEFMEHTOB M MPOLEHT
OOCTYMHOCTW 33 CYTKW. MUHYTbI BHYTPU OKOH 06CY>XMBAHMS B MPOLEHT HE BXOOAT.

OKHa obcnyXnBaHUA

Jiobonn pennon, obHoBAEHWE NN HUKC CEPBUCA, Y KOTOPOro eCTb BHELWHAA npoba, AéT B OKHe
obcnyxxmneaHusa. OgHa 3anncb 06 OKHe AenaeT Tpu Bewu:

e Ha CTaTyC-CTpaHULE CEePBUC CTAHOBUTCS CMHUM, C Bengxem «Ha obcnyXnsaHum», a
npu4nHa paboT BUOHa B NOACKA3KE K CErMEHTY;

e ero cbon Bo BpeMsi OKHa He MopTAT NPOLEHT 3a CYTKU;

e B Alertmanager 3aBoAATCS TULWIMHbI HA BCE MMeHa cepBuca: instance (npoba), project
(KoHTenHepbl) N job (0TMeTKW heartbeat). AnepThbl MO CepBUCY B HYaT HE NMPUXOOAT.

MopapokK paboT: OTKPbITb OKHO, BbIKATUTb M MPOBEPUTbL, CPa3y 3aKpPblTb OKHO. OKa OKHO
OTKPbLITO, MOHUTOPWUHI CepBUCa CJIEMON, MO3TOMY Jly4ylle OTKPbITb KOPOTKOE OKHO U MPOAJINTb €ro,
yeM 3abbiTb AIMHHOE. [TPUYMHY MULLYT YEN0BEYECKUM SA3bIKOM, €€ BUANT Ntobon COTPYaAHUK:
«O6HoBneHne gawbopaar», a He «aernaon v2.3.1».

HYepes3 aoMUHKY

1. OTKpbITb status.donula26.ru/admin/. Bxoa No MMEHHOMY JIOFUHY: UMS BOLLEALIEro
3anncbiBaeTCs aBTOPOM OKHa.

2. BbibpaTb «CepBuc», 3anonHuThb «lpnynHa», nposeputb «Havano» n «KonHeu». Mo
YMOJI4YAHUIO OKHO UAET OT TeKyllero MoMmeHTa Ha 30 MUHYT.

3. HaxxaTtb «O6baBUTb paboTbi».

4. MNocne paboT Ha)KaTb «3aKOHYNTb CenYac» B CTPOKE OKHa. KOHeL, OKHa NepeHoCUTCA Ha
TEKYLLMA MOMEHT, TULLUNHbBI CHUMAIOTCH, 3aNnUCb OCTAETCSA B UCTOPUN.

KHoMnKa «YbpaTb» yOanaeT 3anuchb LEeSIMKOM, BMeCcTe C CUHUM cerMeHTOM. OHa HY>KHa TOJIbKO A5
OKOH, 3aBe€HHbIX Mo owmnbke. B Tabanue BUAHLI OKHa 3a nocsiegHne Tpoe CYTOK U BCe
npeacTosiine.



Yepe3 MCP

Ta ke cnyxba otBevaeT no MCP Ha https://status.donula26.ru/mcp . iIMA cepBepa — status-
maintenance , aBTOPM3aLMA — 3aroJZIoBOK Authorization: Bearer <TokeH> . TOKEH Y Ka[oro
pa3paboTymka ceon. NMpumep nogkntodeHusa B Claude Code:

claude mcp add --transport http status-maintenance https://status.donula26.ru/mcp \

--header "Authorization: Bearer $STATUS MCP TOKEN"

WHcTpyMeHT MapameTpbl Y1o penaer

list_maintenance hours (Mo ymosyaHuto 72) nayuwme, NnpeacToswme n HefaBHme
OKHa C ux id

open_maintenance service , minutes (He 6onbwe 120), OTKpPbIBaeT OKHO; MO YMOJIHaHUIO OHO
reason , HeobA3aTeNbHbIN start B HayYnHaeTCsa cenyac
ISO no Mockee

close maintenance id 3aKpblBaeT OKHO cenyac U CHUMaeT
TULLNHBI

e B service nmepepaloT Ha3BaHMeE CO CTaTyC-CTpaHUUbl v agpec npobbl. ECn Ha3BaHMe
MOAXOOUT HECKOJIbKUM cepBucaM (Hanpumep, «MIMM2» — n gawbopay, n BUOKETY),
cny>xb6a Bo3BpallaeT ownbKy CoO CMMCKOM NOoAX0oAsWMX, a He BbibMpaeT NnepBbIn.

e ABTOPOM OKHa 3aMnCbiBaeTCs «NOMOLWHUK <BJlafesel, TOKeHa>».

e OKHO OJIMHHee AByx 4acoB Yepe3 MCP He OTKpPbITb: Takme paboTbl 06bABAAIOTCSA BPYHHYIO
B aAMUHKeE.

JOocTynbl 3apatoTca B Ansible Vault: status admin web users (JIOFMHbI QOMUHKN) 1
status_admin mcp tokens (TOkKeHbl MCP), 3aTeM nporoHseTcsa playbooks/status admin.yml . YT06bI
0TO3BaTb AOCTYMN Y O4HOIO YesloBeKa, ero CTPOKY yOandoT N CHOBaA NPOroHAKT posb. OCTasibHble
[OCTynNbl NpoAo/KatT paboTaThb.

Heartbeat

Mpobnema: Celery Beat nnu APScheduler ymupatoT, He poHAS KOHTenHep. MNMpouecc Xus,
healthcheck 3enéHnbiin, npoba oTee4aeT 200, a 3afa4va He 3anyCcKanacb TPETbU CYTKU. Takoe BUANT
TO/IbKO CaMa 3aja4a, ModTOMY MoC/ie Ka)KAoro yCrnewHoro nporoHa oHa oTnpaBaseT OTMETKY B
Pushgateway.

e MopknioyeHme. CkonmpoBaTb files/heartbeat/heartbeat.py B MPOEKT (3aBUCUMOCTEN
HeT) 1 Bbl3BaTb OAHY (PYHKUMIO: install celery(celery app, job="."),
install apscheduler(scheduler, job="..") WNWN ping(job=.., task=.., max age seconds=..) OJif
pa3oBon oTMeTKU. Cenvac Tak MOAKJOYEHbl LeCTb NPOEeKTOB.



e NMepemeHHble: HEARTBEAT URL (https://push.donula26.ru; nycToe 3Ha4yeHne BbiKAOYaeT
OTNpaBKy — Tak paboTaeT nokasbHasa pa3paboTka), HEARTBEAT USER, HEARTBEAT PASSWORD
(ne>xuT B Vault), HEARTBEAT INSTANCE (MM$S UCTOYHMKA; 4S9 KOHTENHEPOB €ro 3agatoT
SIBHO).

e Mopor 3aga4va 06bABNAET CaMa METPUKOWM heartbeat max_age seconds . [10 yMOA4aHUo 3TO
nosITopa UHTepBaJia pacnMcaHus rMacC NATb MUHYT, OTAESIbHbIE 3a4a4un
rnepeonpenenstoT ero Yyepes max_age overrides . [IpaBuIo HeartbeatMissing (critical)
cpabaTbiBaeT, €C/in OTMETKM HET A0JIbLUe nopora.

e OTMETKY OTMnpaB/seT BOpKep Mnocje yCnewHoro BbinoJsiHeHUs. YnasLwlasa 3agada oTMeTKy
He obHOBNAET, U MOJIHaHWE CTAHOBUTCA CUrHaIoM. OWNBKK OTNpPaBKK NMULLYTCSA B JIOT U
He POHSAIT 3aj4auy.

Ansible: Kak BblKaTbIBaTb

e 3anyck — c HoyTOyka pa3paboTumka no ssh, Ansible ctonT B .venv BHYTpu npoekTa ( pip
install -r requirements.txt ). CeKpeTbl 1exxaT B inventory/group vars/all/vault.yml nopg
Ansible Vault. Maponb oT xpaHunamwa — B pansie .vault pass, B git oH He nonapgaer,
konna ecTb B VaultWarden.

e [Mopsanok noboro NporoHa: --check --diff, 3aTemM --limit Ha OQHOM XOCTe, 3aTeM Ha
BCeX.

e HOBbLIV cepBep: 3aBeCTU B inventory/hosts.yml , 3aTeM MpPorHaTb base — firewall -
monitoring agent — monitoring server . ECnn paepBOJ1 HACTPOUTL MOCSIe areHTa, areHT He
co34acT npaBwmao Ansda ceBoero rnopta.

o Cny>xby oKoH 06CNy>XMBaHUA CTAaBAT A0 NQinxX: CHa4ana playbooks/status admin.yml ,
NMOTOM playbooks/web proxy.yml .

e playbooks/audit.yml TOJZIbKO YMTaeT: 4TO 3anNyLLEeHO Ha cepBepax u 4To TpebyeT
BHMaHNA. Pe3yanaT nonagdaeT B reports/ , 3TOT KaTaJlor B git HEe KOMMUTUTCA.

e PaboTbl Ha cepBuce c Npobo NPoBOAATCA B OKHE 006CIy>KMBaHUS, CM. BhbILLE.

Ha 47O HacTynatoT

e Y cepBucCa TpM MUMEHMU, TULLMHA HY>)KHA Ha Kaxxpoe. Ecin y cepsuca B
status page services He 3amnoJIHEHbl project U job, OKHO 3arfyLUT ToJIbKO Npoby, a
KoHTelnHepbl 1 heartbeat npogos/mkaT NucaTh B YaT. JIMWHee Ms ToXKe BPeaHO: Yy >KOW
project 3arnywwmnT COCELHUN CEPBUC. 3aMNOJIHAT TOJIbKO TO, YTO CBEPEHO C MeTKaMu B
Prometheus.

[ CepBuca HeT B npoGax — OKHO OTKPbITb HE Ha 4TO. CHavana cepBnC 3aBOOAT B
monitoring probe targets W status page services , TOJIbKO MOTOM OOBABASAIOT A1 HEro
paboThl.

e OKHO, 3aBeEéHHOE 3a4HUM YUCJIOM, KPAaCUT NCTOPUIO, HO TULLNHBLI HE CO30aéT:
Alertmanager He NpPUHUMaET TULWMHbI B NPOLLJIOM.



e O0Cny>xmBaHue He NpAYeT cocenHiol aBapuio. CerMeHT Ha NoJsioce CMHEET, TOJIbKO
€eCc/in BCe Heyha4yHble MUHYThI MoJslydaca nonanv BHYTPb OKHa.

e Heartbeat nocne pennos MONYUT 00 NEepPBOro NpPoroHa. [paBnso oTCYNTbIBAET
Bo3pacT oT 6osiee no3gHero n3 AByx cobbITU: NOCNegHEN OTMETKN UK NoCNefHero
CTapTa KOHTeNHepoB nMpoekTa. 9To paboTaeT, TONbLKO eC/in job OTMETOK CoBMafaeT C
nMeHeMm compose-npoekTa. MpoeKT C ApyrmMm nMMeHeM 3aanepTuT cpaly rnocie gensos.

e Mepeexan NpoeKkT — nonpaBbTe HEARTBEAT_INSTANCE ” yOanuTe CTapylo rpynny uvs
Pushgateway. To e c 3agaden, ybpaHHOW 13 pacnmcaHus: Pushgateway nomMmHuT
oTMeTKu 6eckoHe4Ho, 1 cTapasa rpynna byaeT aep)xaTb anepr.

e Mopor heartbeat cuntaeTca npu ctapTe npouecca. Hosoe pacnucaHme NoaxBaTUTCA
TOJ/IbKO MOCJIe Nepe3anycka KOHTenHepa.

e JIumut docker-noros He peucrByeT cpasy. Posib base nuweT daemon.json, HO Hy>XeH
MosiHbIN Nepe3anyck docker (B okHe 06CNy>XMBaAHUSA) N Nepeco3aHNe KOHTENHEPOB.

o Docker nybnukyeTt noptbl B 06xon ufw. Ponb firewall 3akpbiBaeT 3TOT obxon. MopT
KOHTEeNHepa, KOTOPbIN A0JIKEH CMOTPETb HAPY>KYy, OTKPbIBAOT MapLUPYTHbLIM NMPaBuioM
yepe3 firewall route rules . B dpannax npasun ufw nnwmnTe KOMMEHTapPUN TOJIbKO
NaTUHUUENn, ndaye ufw nagaer.

e Ansible cTtaBAaT TONbKO B .venv. PunbTp password hash He paboTaeT ( passlib
HEeCOBMEeCTUM C bcrypt 5), no3ToMy bcrypt-xewmn xpaHaTcsa B Vault roToBbiMN.

e --check HA YUCTOM MALUMHE NMapgaeT Ha NepBON Xe 3adave apt: HET python3-apt .
MepBbI NPOroH Ha NyCTOM cepBepe aenaeTcsa cpady 60eBbIM.

e C HOyTOYyKa ssh MOXXeT NPUATU He Ha TOT CepBep: JIOKaJIbHbINM NMPOKCU NoaMeHSeT
appec. lNMpusHakm — «Permission denied» ¢ pabo4um KaOHOM 1 NpegynpexxaeHne o
CMeHe KJto4a xocTa. CepBep NpoBepSAT Mo hostname , @ HE MO TOMY, YTO NOOKJlOYEHME
MPOLLJIO.

e XOCT BHEe UHBEHTapPA He MOHUTOPUTCA. VIHBEeHTapb NOMNOJHAETCA NO Mepe Toro, Kak
bocTynbl nepeHocaTca B VaultWarden.
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